Chapter 8 Networks 

Introduction
A network is defined as two or more computers connected together to share information. Different types of networks are used to suit the needs of customers. Networks need to suit the finances, environment and technical ability of the customer. Each customer will have different requirements for their network. It is important to understand each of these requirements before building a network. The following chapter will explore the tools that are available to tailor make a variety of networks that will suit most customers. The four main areas to choose from are 

· Administration  - How will the network be controlled

· Network layout - What will the physical topology of the network be

· Network Management protocols - Controlling access to the network 

· Information Packaging protocols - Preparing the information before putting it onto the network.

Administration
The administrator of a network is in charge of all aspects of the network, such as security, computers access to the network, external access of the network and resource management, such as printers and scanners. There are two different approaches to administrating a network, client-server and peer to peer.

· Client-server - Has a dedicated server centralising the control of the network using network software. This centralised control means that the administrator is able to control all areas of the network from one location. This is efficient for large networks where computers can be in different rooms or buildings. Security, access, and trouble shooting can all be done from one desk as the server can hold all the information for the accounts of users and all the access information to the programs and files on the network through networking and administrative software. This type of administration is suitable for both large and small networks. It is used where it is necessary for the administrator to have strict control over the network for the benefit of all the network users. This is a more costly option, as server software is expensive as well as requiring an administrator. 

· Peer to peer - Each computer has equal access and control over the network. No one computer has more control over the network than another does. Each computer is responsible for it's own security and resources. It is possible to have an administrator controlling these computers, but centralised control is not possible. Therefore each computer mush be manually administrated from it’s own location. For a large network this is not practical. It is also possible to let each user administrate their own computer. These networks require minimum administration, reducing costs. There is little control and accountability over these networks. Therefore they should be kept to small groups where each group member can responsibly use the network 

Network Layouts
Different layouts are needed to accommodate available areas and equipment. 

The following are four of the most common network topologies

Bus
In a bus layout a single cable supports the entire network segment. Nodes are attached at various points along the cable. The signal travels down the bus and all the computers connected to it can access the signal, but only computers permitted to read the message are able to. Terminators are used at the end of a bus to prevent reflection of signals which produce interference on the line. They are cheap for smaller networks, but if the connection breaks, the entire network is down

Star
Star layout has a central hub that connects to each computer. All communications go through this hub. This layout has greater reliability than that of a bus network, as if one connection goes down, the other computers remain unaffected. This requires greater cabling than a bus network. A star network is easily expanded, a new computer can be plugged into the central hub without bringing down the other computers

Ring
Ring layout has each computer connected in a circle. As with the bus network, if one connection goes down then the whole network goes down. It is also difficult to expand a ring network, as the network has to be brought down to be able to insert another computer into the ring.

Mesh
A mesh network has each computer connected to all other computers. This provides a great deal of fault tolerance, as there are multiple paths between each computer, and if one connection fails, there are many alternative connections. This is not a practical layout for a large network, as the large amount of connections would be too expensive and require too much hardware

It is possible to construct a network from a combination of the above topologies. These networks are called hybrid networks. An example of one of these networks would be a bus-star network. The diagram shows the bus forms the backbone of the network, connecting each of the floors of the building. On each floor there is a star topology connecting the computers to each other and to the backbone. This is a very common way to connect multiple floors when the computers need to be able to communicate with each other












Network Management Protocols 

These protocols dictate how a computer can gain access to the network and in what order this happens. It is important that computers gain access in an orderly manner to ensure that the transmission gets to the receiver error free. The following are three of the most commonly used protocols

Ethernet
This is a very popular protocol because of its simplicity. It is commonly used on a bus or a star network. It controls access to the medium by a method called Carrier Sense, Multiple Access, Collision Detection (CSMA/CD)

Carrier Sense

The transmitter that wants to put information onto the network listens to the medium to see if it is already in use. If the medium is in use then there will be a "carrier" present on the network. This is a signal that is carried by the medium. The potential transmitter waits until the network is clear and the carrier is no longer present. It then puts its own information onto the network to send to the other computers. The other computers are able to detect the carrier on the network. In this way the network is able to make sure only one transmitter is sending information at a time.

Multiple Access

All the computers have equal access to the network, there is no way of permitting one computer to use the network more then others. Each computer must listen on the network for a carrier and only when it is gone can that computer transmit it's own information, providing access to multiple computers.

Collision Detection

There are occasions when two transmitters will send information at the same time. This is because they might both detect the absence of a carrier at the same time and then both would transmit. If this occurs then the transmitter will receive information on its incoming wires at the same time that it is trying to transmit information on it's outgoing wires. When this happens the transmitter knows that a collision has occurred and will stop transmitting, it waits an arbitrary length of time and starts the process again. If a large amount of collisions are occurring on a network then there are probably too many computers connected to that particular network.

The following is an example of how Ethernet can be implemented on a bus network

1. Computer 1 wants to send a message to computer 4. It checks the network to see if there is a carrier present



2. There is no carrier so it sends its message out to all the other computers. It contains instructions that it is only to be read by computer 4


3. Computer 4 receives the message and reads it. All other computers discard the message

The following is an example of what happens when a collision occurs on an Ethernet network

1. Computer 1 and Computer 2 want to send a message. They both check the network at the same time to see if there is a carrier present

2. There is no carrier so they both transmit at the same time to all other computers

3. Computer 1 and Computer 2 can detect information on both their incoming and outgoing wires and know this means a collision has occurred.

4. They both wait an arbitrary length of time. Computer 2’s time happens to be shorter so it checks the network again for a carrier first

5. There is no carrier present so it sends its information out onto the network for all the other computers to read.

6. Token Ring
This method uses token passing to control access to the network. There are two types of packets on this network. One is a token packet and the other is the information packet. One token is passed around each of the connected computers when a computer receives this token it has control of access to the network. If it wants to send information across the network, the computer keeps the token and sends the information out. The information goes around to each of the computers and back to the transmitting computer, where it is then checked for errors. The receiving computer is able to read the information. The token is then passed to the next computer. This is used on a ring topology. It can also be implemented on a star topology using a specialised central hub called a MAU (Multistation Access Unit). This central hub is wired internally as a ring topology, passing the information from one computer to the next in turn. This is called physical star, logical ring topology.

The following is an example of a Token Ring implementation on a ring topology.

1. Computer 1 wants to send information to computer 4. It waits until it receives the token so that it has access to the network.


2. Computer 1 sends the information to computer 2, which can tell that the information is not for it and passes it on. 


3. The same happens with computer 3. 

4. Computer 4 receives the information and can tell that it has arrived at the correct destination. Computer 4 then reads the information and passes it on. 

5. The information returns to computer 1, which then checks to see are there any errors in it. 



6. After the error checking computer 1 passes the token to computer 2


FDDI
Fibre Distributed Data Interconnect protocol is also used on a ring topology. It uses two rings, the primary ring going in the opposite direction to the secondary ring. This provides a greater level of fault tolerance. If there is a break in the primary ring then the secondary ring is able to provide backup. Both these rings are connected with fibre optic cabling, facilitating the speedy transfer of information over large distances. It uses the same token passing method of controlling access to the medium. It also requires the packet to travel the entire circle back to the transmitter for error checking. The following example shows how the network overcomes a break in the ring.  In this example the outer ring (primary ring) moves in an anti-clockwise direction and the inner ring (secondary ring) moves in a clockwise direction.

1. Computer 1 wants to send information to computer 4. It waits until it receives the token so it can access the network.

2. Computer 1 sends the information to computer 2, which sees that the information is not meant for it and passes the information to computer 3

3. Computer 3 sees that the information is not for it. It can also tell that the connection between it and computer 4 is down so it sends the information back on the inner ring to computer 2.

4. Computer 2 passes the information onto computer 1 on the inner ring, which passes it onto computer 4 on the inner ring

5. Computer 4 sees that it is the destination for the information and reads it. It knows the connection between itself and computer 3 is down. It sends the information back on the outer ring to computer 1 

Information Packaging Protocols
These protocols govern how the information is going to be packaged before it gets on to the network. These protocols are implemented by software that is installed on the computer. It is possible to install multiple programs for each different protocol, and to enable all of them. Usually computers ask you which order to try the different protocols. 

TCP/IP
Transport Control Protocols / Internet Protocol

This is the most commonly used protocol. It is required for communication on the Internet. It was developed for the Internet and is most suited to large networks as it is a "Routable" protocol. This means that the message can travel across two or more networks. It enables information to be read on any computer that is able to read TCP/IP protocols, regardless of what operating system is being used. This is described as "Platform Independent".  TCP/IP is actually a group of protocols that package the message. There are 4 layers of protocols that make up TCP/IP suite of protocols. Layering is a convenient way of dividing the tasks of the protocol suite. Each of the layers has a specific task 

Layer 1 - Network Access Layer



Responsible for the physical transmission of the data

Layer 2 - Internet Layer



Deals with communication and routing between networks

Layer 3 - Host to Host

Responsible for the message being divided into packets and sent over the network and their final assembly at the receiving end

Layer 4 - Process/Application Layer

These are the protocols that provide services to the user. They are platform independent. Examples of these include; HTTP (HyperText Transfer Protocol), FTP (File Transfer Protocol) and SMTP (Simple Mail Transfer Protocol).

IPX/SPX

Internetwork Packet eXchance / Sequenced Packet eXchange

Novell developed this suite of protocols for their NetWare operating system. Novell were one of the earliest developers of networking software. The IPX/SPX protocol suite is suitable for large area networks and its transport protocols are routable just like TCP/IP. 

NetBEUI
This was used for networking in early versions of Windows NT and Windows for Workgroups and was their primary network transport protocol. It is supported by later versions of Windows. Its main limitation is the fact that it is not routable. Therefore it cannot go outside its own LAN. It cannot cross over to another network. It is used for internal communications as it is very fast over LANs, but TCP/IP would need to be installed as well so that communications can be established outside the LAN.

Summary

This chapter approached a Local Area Network from the perspective of what a customer needs. The four areas that were investigated were administration, topology, network management protocols and information packaging protocols. 

The most important part of a network is its design and planning. To accommodate each of the customers needs, there are many options open to the designer. When the designer knows all the options available to them, they can make a more informed decision about what elements will satisfy the customers needs best. 

	Administration
	Client Server 
	-Centralised control

	
	
	-Suitable for large and small networks

	
	Peer to Peer
	-Each computer has equal control to the network

	
	
	-Suitable for small networks

	
	
	-Little accountability and control

	
	
	-Reduces administration costs

	
	
	

	Topology/Layout
	Bus
	-Single central cable with computers attached to it

	
	
	-Minimal amount of hardware required

	
	
	-If the connection breaks the entire network goes down

	
	Star
	-Computers are connected with a separate cable to a central hub

	
	
	-Very reliable 

	
	
	-Requires a large amount of cabling

	
	
	-Easily expanded

	
	Ring
	-Computers are connected in a circle

	
	
	-Difficult to expand

	
	
	-If one connection goes down the entire network goes down

	
	Mesh
	-Each computer has a separate connection to all the other computers

	
	
	-Extremely reliable

	
	
	-Requires a large amount of cabling

	
	
	-Not practical for large networks

	
	
	

	Network Management Protocols
	Ethernet
	-Uses CSMA/CD to control access to the medium

	
	
	-Implemented on a bus or a star network

	
	
	-Simple and popular protocol

	
	Token Ring
	-Uses token passing for media access control

	
	
	-Implemented on ring networks and on star networks using a MAU

	
	
	-One break brings down the entire network

	
	
	-Equal access for all computer

	
	
	-Good error control 

	
	FDDI
	-Uses token passing for media access control

	
	
	-Has the same setup as Token Ring with added fault tolerance because of its additional internal ring

	
	
	

	Packaging Protocols
	TCP/IP
	-Needed for Internet communications

	
	
	-Are used for non-Internet communications as well

	
	
	-Routable protocol

	
	
	-Uses a 4-layer model – dividing the protocol suite

	
	
	-Platform Independent

	
	IPX/SPX
	-Used on Novell NetWare operating systems

	
	
	-Routable protocol

	
	
	-Suitable for large area networks

	
	NetBEUI
	-Primary transport protocol for early Windows NT

	
	
	-Not routable

	
	
	-Very fast over a Local Area Network


Exercises
Each of the following customers needs a simple network designed for them. A description of the customer and their needs is given. Try to meet all the customers needs. Their needs are listed in order of priority. For each customer, fill in the tables and answer the questions 

Customer 1

A team of 5 computer engineers is sitting in the same room. They are all very capable computer users. Their needs are listed in order of priority

· Low costing

· Equal access for each computer

· A reliable network

· Reasonably fast transfer of information

	
	Your Choice
	What customers needs does this satisfy

	Administration


	
	

	Topology


	
	

	Network Management Protocol
	
	

	Information Packaging Protocol
	
	


What are the disadvantages of choosing each of the above and how will this effect the network

Customer 2

Each of the 6 administrators in a company need their own network for security reasons. They sit in different rooms, but on the same floor of a building. They are moderate computer users. Their needs are listed in order of priority

Needs

· High security

· Fast transfer of information

· Very reliable network

· Easily expanded

	
	Your Choice
	What customers needs does this satisfy

	Administration


	
	

	Layout


	
	

	Network Management Protocol
	
	

	Information Packaging Protocol
	
	


What are the disadvantages of choosing each of the above and how will this effect the over all network

Customer 3

Three friends want to set up a network between their computers in their dorm to play games on. They are expert users. Their needs are listed in order of priority

Needs

· Low costing

· Very fast transfer of information

· Reliable connection to each computer

	
	Your Choice
	What customers needs does this satisfy

	Administration


	
	

	Topology


	
	

	Network Management Protocol
	
	

	Information Packaging Protocol
	
	


What are the disadvantages of choosing each of the above and how will this effect the over all network.

Customer 4

The following customers need a more advanced network setup. It would be advisable to use a hybrid network. For each topology you use, fill in the table below. 

A school needs to connect two computer rooms together. The diagram below shows the two rooms are joined together and the location of the computers within the room.







Computer Room 1 is used by the teachers for work. There are 5 computers that need to be used by the 12 teachers. One of the teachers is a very experienced user. 

Their needs

· Low cost

· reasonable connection speed

· reasonable reliability of the network

Network for Computer Room 1

	
	Your Choice
	What customers needs does this satisfy

	Administration


	
	

	Topology


	
	

	Network Management Protocol
	
	

	Information Packaging Protocol
	
	


Computer Room 2 is used by the mature learners. This room has 12 computers for the learners and one computer for the teacher. They are located very close together. The learners have a basic to moderate level of computer knowledge and the teacher has a moderate to advanced level of knowledge. 

Their needs

· low cost

· high security 

· low connection speed

· good reliability of the network

Network for Computer Room 2

	
	Your Choice
	What customers needs does this satisfy

	Administration


	
	

	Topology


	
	

	Network Management Protocol
	
	

	Information Packaging Protocol
	
	


When connecting the two rooms, the administrator(s) in each room will control their LANs access to the outside world. Therefore when considering connecting two LANs, the administration and information packaging protocols are not issues that need to be dealt with. The only areas that need to be considered are; what medium will be used and how to manage access to that medium.

Questions

1. What are the disadvantages of using your networks in rooms 1 and 2

2. Will these disadvantages impact the customers needs? How?

3. Was enough information given to you about the customer to know what they needed from a network?

4. Write out a list of questions that you would ask the principle of the school to find out what to they need from their network? 

5. What other people in the school would you talk to find out more about what they need from their network?

6. What questions would you ask them?
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