NewT Web 2.0 Checklist
Name of Service: 
	General Checks

	

	What sort of intellectual property rights do the terms grant to the service provider?

	

	

	Who will have access to what information? Is this appropriate?

	

	

	What measures will the service provider take to keep information confidential? Are these sufficient for your needs?

	

	

	Is it possible to take down and delete information easily, quickly and permanently from the site?

	

	

	What are the service provider's arrangements for protecting your data from unauthorised accidental or deliberate access, amendment or deletion and for securely backing up your data? What guarantees do the company offer, and are they adequate for your needs?

	

	

	Is the level of access control adequate - in other words, can you control what people can do with and to the information at a sufficiently detailed level?

	

	

	Does the service provider make any performance guarantees? Are they adequate for your needs?

	

	

	Can your data be retrieved from the system in a form which would allow it to be transferred and used elsewhere, or are you "locked in" to the service? How important is avoiding being locked-in in your case?

	

	

	What is the service provider's policy regarding "idle" data, and can you be sure it won't be deemed to be abandoned and therefore deleted?

	

	

	If you need to keep the information for many years (e.g. because of research funding or council policy on data retention), does the external service provider have arrangements in place to ensure the long-term survival of the data despite risks such as technological obsolescence and software and data standard changes, or is it possible for you to make arrangements to preserve the data yourself?

	

	

	In which country will the information be held? (If it is a country whose respect for the rights and privacy of individuals gives you cause for concern do not use the service).

	

	

	What cookies or monitoring of usage does the service provider use? Are they appropriate? (Make sure that users are aware of these before they register).

	 

	

	For assessment materials, can you protect them from alterations after the submission date for as long as they are needed?

	

	

	Does the clause limit the service provider's liability (and thus the University's ability to sue the service provider?)

	

	

	Requiring others to register

	

	Will the user of the service expose the users to marketing or advertiing materials sent to their email address? (If so, explain to users how they can opt out of this).

	

	

	What information will the service provider collect and keep about users? Is it appropriate?

	

	

	Does the service permit the use of aliases? You should not require people to post information to the internet if they can be identifirs from that information.

	


Based on the Web 2.0 Checklist at the University of Edinburgh 


